The recent data breach at Equifax has a lot of people talking about
their credit reports. Here’s what you need to know about how to
protect yourself.
If your credit card number is stolen, it's relatively easy to fix. You can call the credit card
company or your credit union to close the card and get a new number. In most cases, you won't
be responsible for the charges. Some of the victims of the recent Equifax hack did have their
credit card numbers exposed and Equifax will notify you in the mail if this is the case. But the
credit rating bureau won't notify you directly if you're one of the 143 million people whose
more sensitive information was stolen. You must go online to EquifaxSecurity2017.com to find
out.
First of all, don't panic. If your information was compromised, it does not mean your identity
was stolen. There are some steps you can take right now, like placing a freeze on your credit
reports, to help prevent it from happening.
And even if everything seems fine now, you should also continue to keep a close eye on your
accounts and credit reports because your identity might not be stolen right away.
If you do find out that someone has created a new account in your name, you'll have to
prove that you didn't open the account and you might have to clear bad debt information from
your credit report. It could be a long, messy process. Here's where to start:
1. Go to IdentityTheft.gov to file an identity theft report
This is important because it will provide you with a document you'll need to send to other
businesses where fraudulent accounts were opened -- not because the government will start
investigating your personal case.
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The form asks you questions about who you are and what accounts were impacted. It
doesn't ask for any other documents or even your Social Security number. The website will also
provide you with a recovery plan after you submit the information. The plan will vary
depending on what kind of accounts were created or hacked.
2. Put a freeze or fraud alert on your credit reports
You can request the three credit rating agencies to freeze your credit. This will prevent anyone
from opening additional new accounts in your name. You'll have to request to lift the freeze if
you want to open a new line of credit yourself. There are usually fees to freeze and unfreeze
that vary by state, but generally range between $5 and $10.
If this is too much of a hassle, you can put a free fraud alert on your credit reports instead.
This will require creditors to take additional steps to verify your identity before issuing credit.
The fraud alert usually lasts for 90 days and can be renewed. But after you fill out the
identity theft report online, you can request an extended fraud alert that stays on your credit
report for seven years.
3. Request, in writing, to close fraudulent accounts
Contact the fraud department (not customer service) at each business where a new account
was opened in your name to explain that someone stole your identity and request that the
account be closed.
The Federal Trade Commission (FTC) provides a sample letter you can use to dispute these
accounts. Include a copy of your identity theft report. In some cases, the creditor may also ask
for a police report, which you must file with local law enforcement first. A creditor will have a
higher tendency to believe you if you have the police report.
Ask the business to send you a letter confirming that the fraudulent account isn't yours, that
you aren't liable for it, and that it was removed from your credit report.
Under most state laws, you're not responsible for any debt incurred on fraudulent new
accounts opened in your name without your permission, according to the FTC.
4. Dispute any fraudulent information on your credit report
If a thief uses your identity to create a new credit card account, for example, it will end up on
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your credit report. But you have no control over that account. If the imposter doesn't pay the
bills, it can seriously hurt your credit score.
You'll need to write to each of the three credit rating agencies to request that they remove
the incorrect information. The FTC provides a sample letter you can use to explain the situation.
You should hear from the agencies in about 30 days on how they are handling the dispute.
5. Prevent future fraud
Once you've cleared up the situation, remain vigilant. Just because you've reported an incident
of identity theft, it doesn't mean it won't happen again.
Keep a close eye on all your statements. Consider enrolling in a credit monitoring and theft
protection service, like those offered through Guadalupe Credit Union’s Worry Free and Worry
Free Plus Checking accounts. Visit https://guadalupecu.org/checking-2/worryfree/ for more
information.
If you've already frozen your credit reports, you'll have to temporarily lift the freeze in order
to enroll in a monitoring service, according to the FTC.
You should also try to file your taxes as early as possible next year -- before someone else
tries to use your Social Security number to steal your return.
In addition to your Social Security number, Equifax says that your driver's license number
may also have been exposed. In some states, you can ask the Department of Motor Vehicles to
place a flag on your license number. This will alert law enforcement to be extra careful
identifying a person they pull over.
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Credit Reporting Agencies – Contact Information

Equifax Credit Information Services, LLC
P.O. Box 740241, Atlanta, GA 30374
866-349-5186: Dispute Credit Report Items
800-685-1111: Request Free Credit Report
888-766-0008: Place Fraud Alert on Profile
866-493-9788: Existing Customer Support
888-202-4025: Business Solutions
404-885-8078: Fax Number

Experian National Consumer Assistance Center
P.O. Box 4500, Allen, TX 75013
800-509-8495: Dispute Credit Report Items
888-397-3742: Report Requests & Fraud Help
877-284-7942: Existing Customer Support
888-243-6951: Business Credit Services
972-390-4908: Fax Line

TransUnion Consumer Relations
P.O. Box 2000, Chester, PA 19016-2000
800-916-8800: Disputes Items & Status Checks
877-322-8228: Free Annual Credit Report
800-888-4213: Purchase Credit Report
888-909-8872: Place a Security Freeze
800-493-2392: Credit Monitoring Customer Support
866-922-2100: Business Services Assistance
610-546-4771: Fax Machine
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